BEST PRACTICE #6 Nazareth College

LEARN WHAT DATAIS
“CONFIDENTIAL”

INFORMATION SECURITY GROUP

Sensitive and Personal Data

Data Security
~ Six Best Practices
DATA INTEGRITY ;

e Date of Birth e ——
ateor Bl Shared Data

*  Social Security Numbers*

*  Bank Account* . .
Data drives many of the operations

e Credit card number* and decisions at the College.

e Debit card number + access code* The data is also used in reporting to
government, accrediting and other
*  Driver’s license or non-driver ID* regulatory agencies.

NAZARETH COLLEGE Six simple practices to protect the
INFORMATION SECURITY College’s confidential information.
GROUP
isg@naz.edu

Security is everyone's business.




NAZARETH COLLEGE EMPLOYEE BEST PRACTICES

BEST PRACTICE #1

DATA HANDLING

Do not discard lists with confidential
information into the trash—shred them.

Do not permanently store |6-digit credit
card information anywhere. Shred paper
records.

If you need to send data to an agency, ITS
can help with encrypting the transmission.

Do not send confidential information in plain

text e-mails, or as un-encrypted attachments.

It is not safe. ITS can help.

BEST PRACTICE #2

BEST PRACTICE #3

AT YOUR DESK

Stepping away from your desk for a few
minutes?

Turn off your monitor.

Lock your computer <control + alt + delete> or
log off.

Turn papers with information face down on your
desk.

General Workstation Safe Practices
Lock your desk when you are not there.

Keep folders with confidential information in
locked file cabinets.

BEST PRACTICE #5

PASSWORDS

NO ONE should know your
password. Treat it as you would your
house key.

Passwords should be changed every 90
days




